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View from the Advisory 
Board – A US perspective 
on the LIGHTest Project: 
Commercial equivalence 
as a lubricant for the 
information economy
  
From the US commercial perspective, 
leveraging the DNS infrastructure to 
publish trust schemes (or contractually 
bound identity trust frameworks of 
various kinds) offers, for the first 
time, the promise of easy global 
access to authoritative and authentic 
trust information, and the notion of 
publishing trust schemes and their 
policies – representing commercial 
equivalence in trusted information 
versus legal equivalence – is built 
expressly on the EU foundation of 
two of the most extraordinary legal 
achievements of our era: the eIDAS 
Regulation and the GDPR. Now 
LIGHTest unleashes the ability for both 
the US and EU commercial sectors 
to leverage fully these pathbreaking 
regulations as the basis for a trust 
infrastructure to grow the global 
information economy.

At the General Meeting in Graz, Jon 
Shamah highlighted two important 
objectives for LIGHTest:

1. Providing scalable transparency to 
trust services, globally.

2. Extending the EU strategy of eIDAS 
influence outside of original geographic 
and sector boundaries. 

This is echoed in the D2.9 Report on 
page 15 – “Observing that the eIDAS 
Regulation provided a strong and 
credible trust model for electronic 
identification and trust services within 
the European Union, the goal was 
to find a way to extend this model 
both geographically (identities and 
trust services outside the EU) and 
contextually (other trust information 
than the trust schemes of the eIDAS 
Regulation). 

The first category of added value 
LIGHTest brings involves digital identity 
providers, attribute providers, identity 
brokers, and Trust Mark issuers. 
Because the eIDAS cross-border 
recognition provisions for electronic 
identification apply only to public 
sector identity credentials issued by 
EC member states, EU-US commercial 
interests still have immediate need 
for private sources of digital identity 

credentials, as well as identity 
attribute brokering services to enable 
international transactions and data 
transfers. From the US perspective, 
the LIGHTest trust model of assurance 
that is legally defined, based on 
independent audits, and discoverable 
through public trust lists, provides a 
technology and policy tool for achieving 
identity assurance that can unleash 
opportunities for international data 
transfer.  As the Social Impact Report 
notes – “LIGHTest can be used for any 
trust scheme and any trust decision, 
whether based on a legislative 
framework, contractual assurances or 
even individual preferences, even at a 
very small ad hoc scale.” (D2.9 at page 
15.) 

The second category of added value 
occurs when service providers offer 
validation of non-qualified trust services 
and the commercial equivalent of such 
services outside of the EU. Though the 
usefulness of qualified trust services for 
achieving legal equivalence is without 
doubt in a vast number of use cases, 
US commercial interests merely need 
the ability to leverage non-qualified 
electronic signatures, electronic seals, 
and delivery services. Currently, there 
is no easy or scalable means by 
which to find these non-qualified trust 

services, validate their authenticity, 
and translate assurance levels. “Since 
the number of application areas is 
practically unlimited – LIGHTest can 
be used whenever trusted information 
must be published, validated or 
translated.” (D2.10 page 25.)

The third category of added value 
results from ability of the LIGHTest 
infrastructure to enable trust 
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translation. “Trust translation essentially 
relates to an assessment and finding 
of equivalence between specific 
trust schemes.” (D2.10 page 22.)  In 
particular, EU and US commercial 
interests will be able to use LIGHTest  
to assist with publishing and 
discovering trust information relating to 
the GDPR compliance.  “Compliance 
with data protection law is particularly 
crucial to LIGHTest: at its heart, 
LIGHTest uses a global technology (the 
DNS) for the publication, validation, and 
translation of trust information.” (D2.10 
page 8.) In relation to international 
data transfers, this could include, for 
example, use of LIGHTest as a method 
of discovering all Data Controller 
and Data Processor registration 
of certification mechanisms, data 
protection seals, and data protection 
marks with the EU Data Protection 
Board (GDPR Articles 42(8) ,43(6), and 
46(2)(f)).  

With respect to LIGHTest’s value-
add for trust translation, of special 
interest is the current legal challenge 
to the validity of Standard Contractual 
Clauses (SCC) as a channel for EU-US 
data transfers. The Court of Justice 
of the EU will soon be weighing 
whether EU citizens have sufficient 
legal recourse in the US for GDPR 
violations by US Data Processors 
when using the SCC data transfer 
method. One US-based response 
could be to achieve suitable recourse 
under the Virginia Electronic Identity 
Management Law, which specifies 

that privacy/data protection is a matter 
to be addressed by identity trust 
framework providers and operators as 
minimum criteria. Also the proposed 
Virginia guidance documents relating 
to this law contemplate that, for some 
identity trust framework providers, 
data protection requirements such 
as the GDPR will be expressly 
incorporated. Therefore, the LIGHTest 
infrastructure could be used to publish 
the trust policies of such identity trust 
framework providers (or trust schemes) 
so as to make it convenient for EU Data 
Controllers to locate Data Processors 
in the United States who are members 
of such a framework and who could be 
subject to legal recourse in the United 
States for GDPR violations.

US commercial interests will take 
great interest in the LIGHTest’s 
implementation of the EU trust 
management model as a method for 
achieving commercial equivalence 
in electronic identification and trust 
services as well as GDPR compliance. 
“If two partners (e.g. the EU and the 
USA) have decided that they wish 
to acknowledge the equivalence of 
certain electronic identities and/or trust 
services, they could use the tools that 
LIGHTest will provide to discover their 
trust scheme information, to validate it 
in individual transactions, and even to 
facilitate the translation of trust via the 
DNS based on their agreed equivalence 
rules.” (D2.9 page 10.) Similarly, in 
the US, the Virginia Electronic Identity 
Management Law leverages the EU 

trust model in the form of legally 
recognized identity trust frameworks 
that provide a basis for governance 
and legal recourse relating to electronic 
identification, identity-related trust 
services, data protection. Thus, 
LIGHTest gives US commercial interests 
a trustset with which to leverage eIDAS, 
GDPR, and the US-based Virginia law 
to grow the information economy.

Author: Timothy S. Reiniger, The 
Timothy Reiniger LLC Advisory Practice

 
Why are identities a core 
element of digitalisation?
  
When looking at successful 
digitalisation efforts in industry, retail 
and utilities sectors, or other areas 
including government, at the core 
you will typically find a solid identity 
solution. The reason is simple: the 
identity solution, trust and information, 
are often the glue binding things, 
information elements and content 
together. 

If you look at the digitalisation goals 
in an organisation, you will find 
themes such as: reducing risks, 
improving learning from historical 
incidents, strengthening security; 
streamlining of processes and 
reducing manual input; improving 
data accessibility and enabling better 
decision-making; enabling real-time 

analytics and increasing automation; 
using data to maximise asset value 
through optimisation and process 
improvements. 

Realising these goals typically requires 
an identity and access management 
(IAM) solution. Examples of IAM use 
cases in digitalisation projects include: 

•	 User	authentication	and	identity	
verification, including verification of the 
organisation information of the identity 
in question; roles and attributes based 
access to information and content.

•	 Verification	of	accessed	target	
services and the endpoint “things” to 
ensure that they and the output they 
deliver can be trusted.

•	 Delegated	management	of	identity,	
access and authorisation to enable 
sufficient management and ensure that 
the identity information is up to date 
and can be trusted. 

The identity information is from one 
perspective a representation of the 
user. The identity solution then, based 
on that identity information, ensures 
that the user gets a consistent and 
integrated view and access to all the 
content he/she is supposed to reach.

Think of all the various services, 
internal as well as external, that a 
person in an organisation requires 
during a typical day at work. Now, 
picture the access to all those 
services as a kind of dashboard user-
experience. Whether there actually is 
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one single view dashboard, or just a 
smooth and consistent easy access to 
all that is relevant is not really the point. 
The essential point is that the access 
from the user perspective should be 
smooth, in order to reach the services 
and tools they need, as if there was 
one integrated dashboard with all those 
services readily available. 

With a solid IAM solution in place this 
is the vision that can be delivered, 
ensuring that only authorised users get 
access to their services and content 
smoothly and securely.

Author: Charles Sederholm - Director, 
Business Development, Ubisecure 

 
Why did Ubisecure join 
LIGHTest?
  

As a platform and service provider 
for externally facing customer IAM, 
Ubisecure is positioned at the 
interfaces and interaction points 
of transactions involving identity 
information. Many Ubisecure customer 
organisations and the typical use 
cases our products solve deal with 
cross-organisational and cross-border 
interaction. Hence it is only natural that 
we want to participate in developments 
that bring essential elements of 
technologies and principles forward. 

We also have almost as a corporate 
culture a tradition throughout our 
15+ year history to participate in joint 
efforts, for instance standardisation 
of core identity-related standards 
and interop enabling activities such 
as SAML, OpenID Connect/OAuth2, 
GSMA Mobile Connect, and national 
efforts such as eID and eIDAS. 

So, when we were asked to join 
LIGHTest, we responded positively and 
since the LIGHTest kick-off we have 
very much enjoyed the interaction 
and discussions with some of the key 
players in the security and identity 

scene; and their very experienced 
experts, who are part of the LIGHTest 
project team.

URL: https://www.ubisecure.com  

Author: Charles Sederholm - Director, 
Business Development, Ubisecure

 

Project partner profile - 
NLnet Labs 
  
NLnet Labs is a non-profit foundation 
that develops open source software 
and open standards for the benefit of 
the Internet. It focuses its activities on 
technology and architecture that are 
fundamental for turning the world-wide 
collection of interconnected networks 
into the Internet. Prominent among 
these technologies is the Domain Name 
Service (DNS). NLnet Labs developed 
and now maintains several widely 
used software packages covering the 
entire range of deployment such as 
NSD, Unbound, OpenDNSSEC and 
getdns. The team contributes to the 
development of the open standards 
underpinning the DNS through 

participation with organisations such 
as the Internet Engineering Task Force 
(IETF), ICANN, the DNS Operation and 
Research Center (DNS-OARC), regional 
Internet registry meetings like RIPE and 
LACNIC, as well as meetings of the 
operational user community such as 
NANOG.

NLnet Labs contributes the experience 
gained from both architectural work as 
well as practical implementation and 
operation of the DNS to the LIGHTest 
project. As part of the WPs 3, 4, and 5, 
NLnet Labs participates in designing 
the global, distributed infrastructure 
for publishing and verifying trust-
related information on top of the DNS, 
with an aim to ultimately introduce 
this infrastructure into the relevant 
standards bodies, in particular, the 
DNS community within the IETF, and, 
together with these bodies, foster 
LIGHTest’s success beyond the initial 
project.

As NLnet Labs’ software will be used 
for the implementations and pilots, 
NLnet Labs will provide support for 
configuration and extensions to the 
software.

URL: https://www.nlnetlabs.nl

Author: Martin Hoffmann, Systems 
Architect, NLnet Labs
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Activities & Events
18 March 2018 
IETF Meeting, London, UK 
www.ietf.org/meeting/upcoming.html

26 – 28 March 2018 
KNOW Identity 2018, Washington D.C., USA 
www.knowidentityconference.com

13 – 14 June 2018 
EEMA Annual Conference on Identity, London, UK 
www.eema.org

14 – 15 June 2018 
MGOV, Brighton, UK 
www.m4life.org 

24 - 27 June 2018 
Identiverse, Boston, USA 
www.identiverse.com

 
The LIGHTest Project Partners


